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These pages describe how the merchants request Payline for an authorization coupled with a 3DS V2 authentication.

Exchanges outlines

The exchanges consist in 3 steps:

1. Verify enrollment which tells the merchant how authenticate the buyer for the requested order
2. Challenge (optional), which represents the connection of the buyer to the ACS authentication page
3. Authorization

Verify Enrollment

This method tells the merchant how to authenticate the buyer according to the order he requested.
The ACS/Network may propose 3 possibilities depending on the payment card, the order and the buyer :

® to be authenticated with challenge (V2)
® authenticated in frictionless mode (V2)
® fallback in authentication V1

The merchant fills out the request with the following parameters:

. merchant transaction identifier which is the 'correlation id' used up to the authorization;

. Payment attributes (PAN, expiration, cvx, payment mode, ...);

. The URL of the system that receives the CRes message or Error Message;

. Buyer's and order's attributes;

. The merchant indication related to the authentication. This is the way for the merchant to indicates whether a challenge is requested for this
transaction.

. The browser's or the sdk's attributes of the buyer;

. The previous authentication's method of that buyer (optional);

. The result of the 3DS method (refer to the description of that use case)

abhwNE

0 ~N O

In response Payline returns:

1. the action to be carry out by the merchant to authenticate its buyer given by the 'r et ur nCode' parameter

2. The attributes of the call to the ACS (HTTP_METHOD( get / post), URL, METHOD_FI ELD_NAME, METHOD Fl ELD_VALUE,
MD_FI ELD_NAME, MD FIELD VALUE, TERM URL_FIELD NAME, TERM URL_FI ELD VALUE,...);

3. The authentication result container in case of frictionless authentication

4. transi ent Dat a used internally by Payline to process the transaction, this field must be sent back to subsequent call to the veri f yEnr ol |
ment or doAut hori zati on

Processing screen requirements

EMVCo specifies that during the AReq / ARes message cycle initiated by the call of the veri f yEnr ol | nent web service, the merchant shall
comply with the followings

The 3DS Requestor (merchant) website shall:
Seq 4.32 [Req 172] Create a Processing screen for display during the AReq/ARes message cycle.

Note: The Processing screen is displayed by the 3DS Requestor website during AReq message processing.
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Seq 4.33 [Req 173] Display a graphical element (for example, a progress bar or a spinning wheel) that conveys to indicate to the Cardholder that
processing is occurring.

Seq 4.34 [Req 174] Include the DS logo for display unless specifically requested not to include.
Seq 4.35 [Req 175] Not include any other design element in the Processing screen.

Seq 4.36 [Req 176] Display the Processing screen for a minimum of two seconds.

Challenge

Initiating the challenge
When the veri f yEnr ol | nent response tells the merchant to connect the buyer to the ACS for authentication, the merchant shall

"[Req 267] Create a 3-D Secure challenge window by generating a CReq message, creating an HTML iframe in the Cardholder browser, and
generating an HTTP POST through the iframe to the ACS URL that was received in the ARes message." (EMVCo requirement)

The merchant sets up the html form according to the response parameters of the veri f yEnr ol | ment web service as follows

Html code snippet of the challenge window

<l--, . .-->
<iframe id="<i Franel d>" name="<i FrameName>" style="w dth: <w dth>; height: <height>" src="
javascript:false;" xmns="http://ww.w3. org/ 1999/ xhtm ">

<l--,..-->
</iframe>
<l--...-->

<form i d="webfornD" name="" net hod="<HTTP_METHOD>" acti on="<URL>" accept_charset="UTF-8" target="
<i FraneNane>">

<i nput type="hidden" name="_charset_" val ue="UTF-8"/>

<i nput type="hi dden" nane="<METHOD_ FI ELD NAME>" val ue="<METHOD FI ELD VALUE>"/ >

<i nput type="hi dden" nanme="<MD_FI ELD NAME>" val ue="<NMD_FI ELD VALUE>"/>

<i nput type="hi dden" name="<TERM URL_FI ELD NAME>" val ue="<TERM URL_FI ELD VALUE>"/ >

</ fornme

<l--...-->

@ Authentication window design hints

The merchant designs the authentication window taking into account that the pre-configured sizes in pixels of the authentication windows
the ACS shall renders are as follows (width x height):

250 x 400
390 x 400
500 x 600
600 x 400
Full screen

The ACS shall reply with content that is formatted to appropriately render in this window to provide the best possible user experience. (EMV
Co requirement)

Handling the challenge response

The consumer returns from the authentication to the <TERM URL_FI ELD_VALUE> that was included in the form. When the consumer returns, two
parameters will be included: <MD_FI ELD_NAME> and 'PaRes' or 'CRes".

1. <MD_FI ELD_NAME> contains the same reference number sent to the ACS. Should be used to look up the correct transaction in the
merchant's system.
2. PaRes or CRes contains the Payment Authentication Response that must be sent in to the doAut hori zat i on web service.
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Authorization

To issue an authorization request after the buyer has been 3DS authenticated, the merchant shall fill out the following fields of the aut henti cati on3
DSecur e object:

® md
® pares if the ACS requested a challenge
® resul t Cont ai ner ifthe ACS processed the authentication in frictionless mode

@ The cardBrand (ie. scheme) in the doAut hor i zat on must be the same as in the authentication

@ JSON Container

The JSON container format is described here : 3DS V2 JSON container format

Authentication use cases

The merchant begins the authentication process by sending a veri f yEnr ol | nent Request to Payline.

The message's snippet below explains how to fill up that request.

verifyEnrolimentRequest

<soapenv: Envel ope xnl ns: soapenv="http://schenas. xm soap. or g/ soap/ envel ope/" xm ns:nsl="http://inpl.ws.
payl i ne. experian.conm xm ns:ns2="http://obj.ws. payline. experian. coni>
<soapenv: Header/ >
<soapenv: Body>
<nsl:verifyEnrol | nent Request >

<nsl:versi on>28</nsl:version> <l-- Use the latest version
nunber -->

<nsl: ndFi el dVal ue></ ns1: ndFi el dval ue> <l-- merchant transaction identifier which is
the '"correlation id wht the |ater web service calls -->

<l-- May be let enpty, in this case, Payline
will return the nd value to be given in the authorization -->

<l-- The URL of the merchant that receives the
CRes nessage or Error Message (V2) -->
<nsl:returnURL>https://merchant.conf notification/3DSresult.do?orderld=47960539</nsl:returnURL>

<ns1:t hr eeDSI nf 0>

<ns2: chal | engel nd>02</ ns2: chal | engel nd> <l-- Optional: This is the way for the nerchant to
indi cates whether a challenge is requested for this transaction. -->
<!-- optional information about the 3DS cardhol der
previ ous authentication. -->
<ns2:t hreeDSReqPr i or Aut hDat a/ > <!-- For future usage -->

<ns2:t hreeDSReqPri or Aut hMet hod>02</ ns2: t hr eeDSReqgPri or Aut hMet hod>
<ns2:t hreeDSReqPri or Aut hTi mest anp>12/ 01/ 2017 11: 59: 00</ ns2: t hr eeDSReqPr i or Aut hTi nest anp>

<ns2: br owser > <I-- mandatory for browser based authentication

<ns2:accept Header > xyz....tre </ ns2: accept Header >

<ns2:j avaEnabl ed>Y</ ns2: j avaEnabl ed>

<ns2: | anguage>fr </ ns2: | anguage>

<ns2: col or Dept h>32</ ns2: col or Dept h>

<ns2: screenHei ght >420</ ns2: scr eenHei ght >

<ns2: scr eenW dt h>400</ ns2: scr eenW dt h>

<ns2:timeZoneO f set >-120</ ns2: ti meZoneCf f set >

<ns2:javascri pt Enabl ed>Y</ ns2: j avascri pt Enabl ed>

<ns2:userAgent >Mozilla/5.0 (Wndows NT 6.1; WOW4; rv:64.0) Gecko/20100101 Firefox/64.0</ns2:
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user Agent >
</ ns2: browser >
<ns2: sdk/ >
<l-- The URL of the nerchant that receives the
3D0S nethod result -->
<ns2:t hreeDSMet hodNot i fi cati onURL>htt ps:// merchant. com 3DSMet hodNot i f ?
t hr eeDSSessi onDat a=2F04CC56F968373D0114AD4B6BB4E4AF1 </ ns2:t hr eeDSMet hodNot i fi cati onURL>

<ns2:t hr eeDSMet hodResul t >I </ ns2: t hr eeDSMet hodResul t > <l-- Shall be set up to 'l' for the first
verifyEnroll ment call-->

<ns2: chal | engeW ndowSi ze>04</ ns2: chal | engeW ndowSi ze> <I-- Default sizeis
03 -->

</ nsl:threeDSI nf o>

<nsl:card>

<ns2: nunber >4970105191919195</ ns2: nunber > <l--
S

<ns2: encryptionKeyl d></ ns2: encrypti onKeyl d> <l--+ One of nunber, (encryptionKeyld,
encryptedData) or token +-->

<ns2: encrypt edDat a></ ns2: encr ypt edDat a> <l--+is
mandat ory +-->

<ns2:token></ns2:token> <l--

I a0 A R

<ns2:type>VI SA</ ns2: type>
<ns2: expirationDat e>0323</ ns2: expi rati onDat e>
<ns2:cvx/ > <!-- optional -->
<ns2: owner Bi rt hdayDat e/ >
<ns2: passwor d/ >
<ns2: car dPresent/>

</ nsl: card>

<nsl: paynent >
<ns2: anount >16230</ ns2: anpbunt >
<ns2:currency>978</ns2: currency>
<ns2:acti on>100</ ns2: acti on>
<ns2: node>CPT</ ns2: node>
<ns2:contract Number>11111111111</ ns2: cont r act Nunber >
<ns2:differedActi onDate/ >
<ns2: net hod/ >
<ns2:sof t Descriptor/>
<ns2: car dBrand/ > <!-- optional; by default: schene defined in the Payline

Payment nethod contract -->

<ns2:regi strati onToken/ >

</ nsl: paynent >

<nsl: order>
<ns2:ref >47960539</ ns2: ref >
<ns2:origin/>
<ns2: count ry>FR</ ns2: country>
<ns2:taxes/>
<ns2: anount >16230</ ns2: anount >
<ns2:currency>978</ ns2: currency>
<ns2: dat e>27/01/ 2019 11:01</ns2: dat e>
<ns2:detail s/ >

<ns2:deliveryTi me>6</ns2: del i veryTi me> <l-- Strongly recommended for frictionless
(same day dhi ppi ng, overni ght shipping, ... -->
<ns2:del i ver yMode>7</ ns2: del i ver yMode> <!-- Strongly recommended for frictionless -->
<l-- Ship to cardholder’s billing address,
| ocker delivery, travel or event ticket, ... -->
<ns2: del i ver yExpect edDat e/ > <l-- In case of pre-order -->

<ns2:del i ver yExpect edDel ay/ >
<ns2: del i ver yChar ge>2490</ ns2: del i ver yChar ge>
<ns2: or der Ext ended>

<ns2: gi ft Car dAnmount >0</ ns2: gi f t Car dAmount > <l-- If gift cards are used for paynent
partial or not -->

<ns2: gi ft Car dCount >0</ ns2: gi f t Car dCount > <l-- If gift cards are used for paynent
partial or not -->

<ns2:reorderl ndi cat or >01</ ns2: reor der | ndi cat or > <l-- Indicates whether the cardhol der is

reordering previously purchased nerchandi se -->
<l-- Strongly recommended for frictionless -->
</ ns2: or der Ext ended>
</ nsl: order>
<nsl: buyer>
<ns2:title>4</ns2:title>



<ns2
<ns2
<ns2
<ns2
<n
<n
<n
<n

| ast Name>Dupont </ ns2: | ast Name>
:firstName>Jean</ ns2: first Name>

:emai | > ean. dupont @monext . net </ ns2: enai | >
: shi ppi ngAdr ess>

s2:title>4</ns2:title>

s2: nane/ >

s2: creat eDat e>05/ 11/ 2011</ ns2: cr eat eDat e>
s2: firstName>Jean</ ns2: firstNane>

<l--
<l--
<l--
<l--
<l--

<l--
<l--
<l--

<l.--

<ns2: | ast Name>Dupont </ ns2: | ast Nane>
<ns2:street 1>260, rue C aude Nicol as Ledoux</ns2:street 1>
frictionless -->
<ns2:street 2>CS 60507</ ns2: street 2>
frictionless -->
<ns2: ci t yName>Ai x- en- Provence cedex 3</ns2:cityNane>
frictionless -->
<ns2: zi pCode>13593</ ns2: zi pCode>
frictionless -->
<ns2: count ry>FR</ ns2: country>
frictionless -->
<ns2: enui | ></ ns2: enui | >
Strongly recommended for frictionless -->
<ns2: phone>0442251515</ ns2: phone>
<ns2: st at e>13</ ns2: st at e>
<ns2:county/>
<ns2: phoneType/ >
</ ns2: shi ppi ngAdr ess>
<ns2: bi | | i ngAddr ess>
<ns2:title>4</ns2:title>
<ns2: nane/ >
<ns2:firstName>Jean</ns2:firstNane>
<ns2: | ast Nanme>Dupont </ ns2: | ast Nane>
<ns2: street 1>260, rue C aude Ni col as Ledoux</ns2:street 1>
frictionless -->
<ns2: street 2>CS 60507</ ns2: street 2>
frictionless -->
<ns2: ci t yName>Ai x- en- Provence cedex 3</ns2:cityName>
frictionless -->
<ns2: zi pCode>13593</ ns2: zi pCode>
frictionless -->
<ns2: count ry>FR</ ns2: country>
frictionless -->
<ns2: phone>0442251515</ ns2: phone>
frictionless -->
<ns2: st at e>13</ ns2: st at e>
<ns2:county/>
<ns2: phoneType/ >
</ ns2: billingAddress>
<ns2: account Cr eat eDat e>05/ 11/ 11</ ns2: account Cr eat eDat e>
frictionless -->

<ns2

<ns2
<ns2
<ns2

<ns2

<ns2

<ns2

aut henti cati on
<ns2
<ns2
<ns2

<ns2

<ns2

<ns2

<ns2
<ns2
<ns2
<ns2
<ns2
<ns2
<ns2
<ns2

:account Aver ageAnount / >

account Or der Count >0</ ns2: account Or der Count >
wal | et d/>

wal | et Di spl ayed/ >

:wal | et Secur ed/ >

wal | et Car dl nd/ >

11 p>90. 37. 101. 225</ ns2:i p>

-->

nmobi | ePhone>0627720695</ ns2: nobi | ePhone>
cust oner | d>4805157</ ns2: cust oner | d>
| egal St at us>1</ns2: | egal St at us>

| egal Docunent/ >

bi rthDate/ >

cfingerprintl D>

devi ceFi ngerprint/>

sBot />

sl ncogni to/ >

sBehi ndPr oxy/ >

sFronior/ >

sEmul ator/ >

sRoot ed/ >

hasTi mezoneM smat ch/ >

Strongly recommended for frictionless -->
Strongly reconmmended for frictionless -->
Strongly recommended for frictionless -->
Strongly reconmmended for frictionless -->
Strongly reconmmended for frictionless -->
Strongly reconmmended for frictionless -->
Strongly recommended for frictionless -->
Strongly recommended for frictionless -->

<l-- Strongly recomended for

<l-- Strongly recomended for

<l-- Strongly reconmended for

<l-- Strongly recomended for

<l-- Strongly recomended for
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<ns2: mer chant Aut henti cati on>
<ns2: met hod>02</ ns2: net hod> <! -- Recommended for frictionless -->
<ns2: dat e>27/01/ 2019 12: 01</ns2: dat e> <!-- Recommended for frictionless -->
</ ns2: mer chant Aut henti cati on>

<ns2: buyer Ext ended><ns2: buyer Ext endedH st ory> <!-- Strongly recommended for
frictionless -->
<ns2: suspi ci ousActi vi t y>01</ns2: suspi ci ousActivity> <!-- Strongly recomrended for frictionless -->
<l-- Indicates whether the nerchant has

experienced suspicious activity -->
<l--(including previous fraud) on the cardhol der
account. -->
<ns2:| ast Change>07/ 12/ 2018 10: 40</ ns2: | ast Change> <I-- Date that the cardholder’s account with the
nmerchant was | ast changed -->
<ns2:| ast Passwor dChange>07/ 12/ 2018 10: 40</ ns2: | ast Passwor dChange> <!-- Date that cardholder’'s
account with the nerchant -->

<!-- had a password change or
account reset. -->
<ns2: or der Count 6Mont hs>15</ ns2: or der Count 6Mont hs> <!-- Nunber of purchases with
this cardhol der account during -->
<l-- the previous six nonths.-->
<ns2: provi si onAtt enpt sDay>0</ ns2: provi si onAt t enpt sDay> <!'-- Number of Add Card attenpts
in the last 24 hours.-->
<ns2:transacti onCount Day>0</ ns2: transacti onCount Day> <!I'-- Nunber of transactions
(successful and abandoned) for this cardhol der -->
<l-- account wth the merchant
across all paynent accounts in the previous 24 hours. -->
<ns2:transacti onCount Year >38</ ns2: transact i onCount Year > <!'-- Nunmber of transactions
(successful and abandoned) for this cardholder -->
<l-- account with the 3DS
Requestor across all paynent accounts in the previous year. -->
<ns2: paynent Account Age>14/ 11/ 2018</ ns2: paynment Account Age> <!-- Date that the paynent
account was enrolled in the -->
<l-- cardholder’s account with

the merchant. -->
</ ns2: buyer Ext endedHi st or y></ ns2: buyer Ext ended>

</ nsl: buyer>

<nsl: subMerchant/>

<nsl: userAgent/> <!-- Deprecated, use br owser.
user Agent instead -->

<nsl:transi ent Dat a></ ns1: transi ent Dat a> <I-- required if present in the response of previous
calls -->
<nsl: mer chant Score/ > <!-- For CB scoring only -->

<nsl:walletld/ >
<nsl: wal | et Cardl nd/ >
<nsl: generateVirtual Cvx/ >
</nsl:verifyEnrol | nent Request >
</ soapenv: Body>
</ soapenv: Envel ope>

The returnCode present in the veri f yEnr ol | ment Response message tells the merchant how to continue:

03101 : The ACS requires a challenge to authenticate the buyer description
03102: The ACS authenticated the buyer in frictionless mode description
03000: The buyer shall authenticated using 3DS V1 description

03100: The ACS requires the 3DS Method to be called description

Authentication with challenge
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Buyer . Authorization

-------------------- * [ verifyEnrollment = ! i
- __verifyEnrollmentRsp i :
03101 | i
oo ' ' '
CReq (Post)
CRes i i
------------------- > i i i
doAuthorization > i D‘1[JI[J R i
0110

doAuthorizationRsp === ittt
R e EL L L LR L bl i i
e s s i

The merchant receives the following veri f yEnr ol | nent Response

Authentication with challenge

<i npl : verifyEnrol | mnent Response xm ns:inpl="http://inpl.ws.payline.experian.cont xm ns:obj="http://obj.ws.
payl i ne. experi an. cont >
<inpl:result>
<obj : code>03101</ obj : code> <!-- The ACS requires a challenge -->
<obj : short Message>ACCEPTED</ obj : short Message>
<obj : | ongMessage>Tr ansacti on accepted - Chal |l enge requested</obj:| ongMessage>
</inmpl:result>
N Attributes for the CReq nessage Beginning -->
<i npl :actionUrl >https://dsx.nodi rum com 443/ dst est s/ ACSEnu2</i npl : acti onUr | >
<i npl : acti onMet hod>POST</i npl : acti onMet hod>
<i npl : par eqFi el dNanme>cr eq</ i npl : par eqFi el dNanme>
<i npl : par eqFi el dval ue>ewogl CAi YWNzVHIhbnNJRCI gO . . . . .. j 1gp9</i npl : par eqFi el dval ue>
<i npl : ndFi el dNarme>MD</ i npl : ndFi el dName>
<i npl : ndFi el dVal ue>Ci xYXysxxvCVaEvol WKg</ i npl : ndFi el dVal ue>
N R R Attributes for the CReq nessage End-->
<npi Resul t >C</ npi Resul t >
<aut henti cati on3DSecur e\ >
<transi ent Dat a>{JSON} </ transi ent Data> <!-- Inportant : nust be sent in subsequent calls -->
</inpl:verifyEnrol | ment Response>

The merchant creates a 3-D Secure challenge window by generating a CReq message, creating an HTML iframe in the Cardholder browser,
and generating an HTTP PCOST through the iframe to the ACS URL that was received in the ARes message."

The window contains :
Html code snippet of the challenge window
<l--,..-->

<iframe id="idlfraneChal | enge" name="chal | enge" style="width: 390; height: 400;" src="javascript:false;"
xm ns="http://ww. w3. or g/ 1999/ xht m ">
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<l--i-->

</iframe>

<l--...-->

<f orm i d="webf or 0" nane="" met hod="POST" action="https://|ocal host. nodi rum com 8543/ dst est s/ ACSEnu2"
accept _charset ="UTF-8" target="chal |l enge">

<i nput type="hi dden" name="_charset_" val ue="UTF-8"/>

<i nput type="hi dden" nanme="creq" val ue="ewogl CAi YWNzVHIhbnNJRCI gQ . . . . | nLTgwWVvDAt MDAWMVDAWMVDI YTk 51 gp9" / >
</form
<l--i-->

When the buyer is done with the authentication, the merchant retrieves the CRes message base64 encoded posted by the ACS to the t er mURL.

Frictionless authentication

Buyer . Authorization

"""""""""" »  verifyEnrollment

verifyEnrollmentRsp i

doAuthorization

A J

doAuthorizationRsp o

e —————

The merchant receives the following veri f yEnr ol | nent Response

Frictionless authentication

<i npl : verifyEnrol | ment Response xm ns:inpl="http://inpl.ws.payline.experian.cont xnns:obj="http://obj.ws.
payl i ne. experi an. cont >
<inpl:result>
<obj : code>03102</ obj : code> <!-- The ACS accept a frictionless -->
<obj : short Message>ACCEPTED</ obj : short Message>
<obj : | ongMessage>Transacti on accepted - Cardhol der authenti cated</obj:|ongMessage>
</inpl:result>
<i npl : ndFi el dName>MD</ i npl : ndFi el dNanme>
<i npl : ndFi el dVal ue>Ji KRUgl PzZWGYf Pl | KpPW&/ i npl : ndFi el dVal ue>
<i npl : npi Resul t >Y</i npl : npi Resul t >
<i npl : aut henti cati on3DSecur e>
<obj : resul t Cont ai ner >eyJj b250YW uZXJWZXJzaWul j oi MSI sIm . ... Wul joi M 4xLj Ai f Q==</ obj : resul t Cont ai ner >
</inpl :aut henti cati on3DSecur e>
<transi ent Dat a>{ JSON} </ transi ent Data> <!-- nust be sent in subsequent call -->
</inpl:verifyEnrol | ment Response>
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3DS V1 fallback

- Authhorization

verifyEnrollment

y
I

verifyEnrollmentRsp

Redirect user to ACS with PAReq

i
T —— e e

redirect user to meri:hant with PARes

4

]
------------ > !
i
1

doAuthorization J—I

doAuthorzationRsp {________________________0_1_1_[3_

The merchant receives the following veri f yEnr ol | nent Response

Authentication with challenge

<verifyEnrol | ment Response xm ns="http://inpl.ws. payline. experian.con' xm ns:obj="http://obj.ws.payline.
experian. com xml ns:xsi="http://ww.w3. org/ 2001/ XM_Schema- i nst ance" >
<resul t>
<obj : code>03000</ obj : code> <!-- The ACS requires a fallback in 3DS V1 -->
<obj : short Message>ACCEPTED</ obj : short Message>
<obj : | ongMessage>Tr ansacti on accept ed</ obj : | ongMessage>
</resul t>
N R R Attributes for the Pareq nessage Beginning -->
<actionUrl >https://ssl-prd-u7f-fo-acs-pa-casa. W p-acs. conf acs- pa- servi ce/ pa/ paRequest </ acti onUr| >
<acti onMet hod>PCOST</ act i onMet hod>
<par eqFi el dName>PaReq</ par eqFi el dNane>
<par eqFi el dVal ue>eJxVU 1vgj AU Sv@9EPaAVzbeJwycyCOpQ 28vC. . . GUY8y9ux4x1+U2MBF3Pc YOMKES7HX2BgAyLgh/ VdQ
| vK7+f Yhf HAOQuMA==</ par eqFi el dVal ue>
<ternmr | Name>Ter mr | </ t er mJr | Nane>
<ternUrl Val ue>https://merchant. fr/authent ViResul t </ternrl Val ue>
<mdFi el dName>MD</ ndFi el dNane>
<ndFi el dVal ue>60c19577- b902- 43b9- 9033- 2eb366551228</ miFi el dVval ue>
e Attributes for the PaReq nessage End-->
<npi Resul t >Y</ npi Resul t >
<vi rtual Cvx></virtual Cvx>
<t oken></t oken>
<aut henti cati on3DSecur e\ >
<transi ent Dat a>{ JSON} </ transi ent Dat a> <!-- nust be sent in subsequent call -->
</ verifyEnrol | ment Response>

The merchant acts as for a regular 3DS V1 authentication.
The merchant creates a 3-D Secure authentication window by generating a PaReq message.
When the buyer is done with the authentication, the merchant retrieves the PaRes message base64 encoded posted by the ACS to the termURL.

Authentication's exception handling
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Return Meaning
code
03001 The bin card range not taken into

account by any ACS.

03002 The ACS handling the bin card
range doésn't know the cardholder

03003 Athentication refused

03006 Invalid Pares

03007 Technical error on the ACS side
03008 Authentication attempted

03009 3DS technical error

03103 Mandatory parameter missing

All other Payline technical error
return
code

orno
response

Error during the challenge

Error

The merchant doesn't receive
the challengeResponse message

3DS error during the authorization

Error Meaning

03006 Authentication result
cannot be retrieve.
03022

Meaning

Network
error or ACS
error

Action to be taken

Up to the merchant continuing with the authorization or to refuse and request for another card.
Refer to the transstatusinfo present in the resultContainer to determine the cause of refusal and
adapt the response.

The authentication response message given by the merchant has been altered.

Refer to the transstatusinfo present in the resultContainer to determine the cause of refusal and
adapt the response.

Due to an incident the ACS doesn't finalize the authentication but certifies the authentication has
been issued by the merchant.

According the trust levef of the transaction, the merchant may either refuse the payment or issue
the authorization Request.

Monext Online might have encountered some transient technical issue.

If raised in integration phase the most probable cause is a not well formed webservice message
(verify all the mandatory parameters are present)

Add the value of the mandatory parameters (refer to the web service description)

According the trust levef of the transaction, the merchant may either refuse the payment or issue
an authorization Request with authentication exemption due to technical outage

doAuthorizationRequest with authentication3DSecure.pares parameter set to
'3DS_UNAVAILABLE'

Action to be taken

According the trust levef of the transaction, the merchant may either refuse the payment or
issue an authorization Request with authentication exemption due to technical outage

doAuthorizationRequest with authentication3DSecure.pares parameter set to
'3DS_UNAVAILABLE'

Action to be taken

According the trust levef of the transaction, the merchant may either refuse the payment or issue an
authorization Request with authentication exemption due to technical outage

doAuthorizationRequest with authentication3DSecure.pares parameter set to '3DS_UNAVAILABLE'

The ACS requires the 3DS Method to be called

The ACS may require that before anything the buyer's browser to be redirected to it.
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Buyer
(browser)

Merchant Payline ACS 2.x

i

i

i

[}

i
L

"""""""""" > verifyEnrollment

verifyEnrollmentRsp

305 Method (in user browser hidden iframe; Post)
e

Completion notification

B e T T L o s Tt Fet Tt =

(threelSMethodNotification URL]
i

verifyEnrollment

Ld

verifyEnrallmentRsp

In that case, Payline renders a r et ur nCode set to 03100.

The merchant receives the following veri f yEnr ol | nent Response

ACS requires the 3DS method to be called

<i mpl :verifyEnrol | nent Response xm ns:inpl="http://inpl.ws.payline.experian.cont xmns:obj="http://obj.ws.
payl i ne. experi an. cont >
<inmpl:result>
<obj : code>03100</ obj : code> <!-- The ACS requires the 3DS nethod to be called -->
<obj : short Message>ACCEPTED</ obj : short Message>
<obj : | ongMessage>3DS net hod requested before enroll ment</obj: | ongMessage>
</inpl:result>
N R R Attributes for the 3DS Method Beginning -->
<inmpl :actionUr | >https://dsx. nodi rum conl dst est s/ ACSEmu2?handshake=1</i npl : acti onUr| >
<i npl : acti onMet hod>post </i npl : acti onMet hod>
<i npl : par eqFi el dNane>t hr eeDSMet hodDat a</ i npl : par eqFi el dNane>
<i npl : par eqFi el dval ue>eyAi dGhy. ...... NvbSI gf Q</i npl : par eqFi el dVval ue>
<i npl : ndFi el dName>MD</ i npl : ndFi el dNanme>
<i npl : ndFi el dVal ue>bJZgi qZul MTZCr KyQzJn</ i npl : ndFi el dVal ue>
I e Attributes for the 3DS Method End-->
<transi ent Dat a>{JSON} </ transi ent Data> <!-- Inportant : nust be sent in subsequent call -->
</inpl:verifyEnrol | ment Response>

The merchant renders a hidden HTML iframe in the Cardholder browser and sends a form with a field named t hr eeDSMet hodDat a.
The merchant constructs the iframe for the 3DS method in a very similar way than for the challenge.

The window contains :

Iframe code snippet for the 3DS method

<l-- L -->
<iframe id="idlframe3DSMet hod" nane="t hr eeDSMet hod" style="wi dth: 0; height: 0; style="visibility: hidden;"
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src="javascript:false;" xmns="http://ww. w3. org/ 1999/ xhtm ">

<l--,..-->
</ifranme>
<l-- . .-->

<f orm i d="webf or n0" nane= met hod="POST" action="https://nspk-ds.test.nodirumconf ds/DDF/ 1" accept_charset="
UTF- 8" target="threeDSMet hod" >

<i nput type="hi dden" name="_charset_" val ue="UTF-8"/>

<i nput type="hi dden" name="t hr eeDSMet hodDat a" val ue="eyAi dChyZWEULN cnZl cl RyYWszSUQ | Do. . .

JbTdFdj JYTnkwNnh6YnZNJTIGR3M MOQ | HO"/ >

</fornp

<l--...-->

After having redirected the buyer's browser iframe to the ACS, the merchant wait for the notification of the completion of the 3DS method.
The ACS POST to the result to threeDSI nf o. t hr eeDSMet hodNot i fi cat i onURL parameter of the veri f yEnr ol | nent Request .

If the merchant receives the notification within the next 10 secondes he issues a second time the veri f yEnr ol | ment Request after having updated
the threeDSI nf 0. t hr eeDSMet hodResul t parameter to 'Y'.

Otherwise he updates the t hr eeDSMet hodResul t to 'N in the second veri f yEnr ol | nent Request .

Authorization

New Request data

When the authentication process is done the merchant issues a doAuthorizationRequest message enhanced with the result of the authentication.

Request fields updates

In order to handle 3DS , new fields are required in Authorization

Payline Field Name Format Mandatory Comment
aut henti cati on3DSecure. nd | string Conditional Either (md, par es) or r esul t Cont ai ner must be present.
Commonly:

® if frictionless, the resultContainer is used,
® if challenge, md and pares are used

If the merchant didn't provide the md the verifyEnroliment response returned the value determined
by Payline.

aut henti cati on3DSecure. pa | string Conditional Either (md, par es) or r esul t Cont ai ner must be present.

res
Commonly:

® if frictionless, the resultContainer is used,
® if challenge, md and pares are used

In case of challenge in 3DS V2, the pares field shall be valued with the content of the CRes
received from the ACS

aut henti cati on3DSecure. string Conditional Either (md, par es) or r esul t Cont ai ner must be present.
resul t Cont ai ner
Commonly:

® if frictionless, the resultContainer is used,
® if challenge, md and pares are used

In case of frictionless, this field is constructed from 3DS V2 data by Payline. It contains all data
required by Payline to format and process the Authorization.

This field is base64 encoded.

paynent . action string Mandatory This value depends on the payment case the merchant issues.

Other fields has not been modified and should be used as previously.

In the response, two very important fields are added :
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Payline Field Name Format Mandatory Comment

i nkedTr ansacti onl D string Conditional Issuer transaction ID to be used on subsequent Authorization

aut henti cati on3DSecure. string Mandatory In case of frictionless, the field is echoing the request field
resul t Cont ai ner

In case of challenge, this field is constructed from 3DS V2 data by Payline. It contains all data
required by Payline to format and process the subsequent Authorization.

Other fields has not been modified and should be used as previously.

The message snippet below describes the parameters to be added:
doAuthorizationRequest message snippet : how to valuate the authentication3DSecure object

<transi ent Dat a>{ JSON} </ transi ent Data> <!-- from previ ous verifYEnrollenent call -->

<aut henti cati on3DSecur e>
<mi>2F04CC56F968373D0114AD4B6BB4E4AF1</ md>

<l-- In case of challenge, the pares field shall be valued with the content of the CRes received fromthe
ACS -->

<l-- In case of 3DS V1, this field shall be valued with the content of the PaRes received fromthe ACS -->

<l-- In other cases, this field is left enpty -->

<par es>eJxVU 1vgj AU Sv@9EPaAVzbeJwycyCOpQ 28vC. .. GUY8y9ux4x1+U2MBF3Pc YOIMKES7HX2BgAyLgh/ VdQ
[ vK7+f Yhf HAQUMA==</ par es>

<l-- In case of frictionless, the resultContainerfield shall be valued with the content of the
resul t Cont ai ner -->

<l-- present in the verifyEnroll nent Response-->

<l-- In other cases, this field is left enpty -->

<r esul t Cont ai ner >eyAi dGhyZWEULN cnZl cl RyYWbz. . .. QVTc4MJpi OVZnbHhVZNA1ZO4JITNEI i BO</ r esul t Cont ai ner >
</ aut henti cati on3DSecur e>

New response code

Payline will respond with some new codes related to 3DSV2

Code Comment

01131  Authorization refused, SCA required. Should happened only on "direct to auth”
01132 | Recurring payments on the currently used MID are revoked, SCA required.

01133 | Recurring payments on all MID are revoked, SCA required.
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® Codes - ChallengeCancelind
® Codes - Challengelnd
® Codes - threeDSReqPriorAuthMethod
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