3DSV2 - Direct Interface - JSON container format

Content

Request fields updates
Packaging

Request fields updates

The column CB2A describe how the field will be used in authorization.

Payline
Field Name

cont ai ner Ver
sion

eci

aut henticati
onVal ue

avAl gorithm

ef fecti veAut
hType

Format

2 chars

2 chars

28 chars

1 char

2 chars

acsOper at or | D 32 chars

t hr eeDSReque | 2 chars

st or Chal | eng

el nd

Mandatory

Mandatory

Conditional

Conditional

Conditional

Conditional

Conditional

Conditional

3DS Field Origin

N/A

eci in ARes message if
Frictionless

eci in RReq message
if Challenge

aut henti cati onVal ue in AR
es message if Frictionless

aut henti cati onVal ue in RR
eq message if Challenge

CB- AVALGOIin ARes message
if Frictionless

CB- AVALGOIn RReq message
if Challenge

Type of authentication done.

acsperator! D in ARes mess
age for Frictionless and
Challenge

This data is set by Cardinal in
the field AReq. t hr eeDSReque
st or Chal | engel nd

The same value must be send
to payline

Comment

Field used to identify the version of the JSON container.

Version 2 will be available the 29th january 2020.

Required if present in 3DS message.

Required if present in 3DS message.

Required if present in 3DS message.

Required if present in 3DS message.
Values could be :

® FR: When frictionless

® CH: When challenge
Required if present in 3DS.

If frictionless and acsQper at or | D= "CB-DS" message, the field 59- 419 must
be set to "FD"

Specific using.
It indicates to the scheme and the issuer the merchant preference.
Required if present in 3DSmessage.

Values could be :

® 01 = No preference

® 02 = No chal l enge requested

® 03 = Challenge requested : 3DS Requestor Preference
® 04 = Chall enge requested: Mandate



transStatus

1 char

transStat usR | 2 chars

eason

chal | engeCan | 2 chars

cellnd

net wor kScore | 2 chars

dsTransl D

acsTrans| D

36 chars

36 chars

Conditional

Conditional

Conditional

Conditional

Conditional

Conditional

transSt at us in ARes messag
e if Frictionless

transSt at us in RReq messag
e if Challenge

transSt at usReason in ARes
message if Frictionless

transSt at usReason in RReq
message if Challenge

chal | engeCancel in CReq if
the buyer cancel in APP-BASED

chal | engeCancel in RReq if

the buyer cancel in BROWSER-
BASED

CB-Score in ARes

dsTransl D in ARes message
if frictionless

dsTransl Din RReq message
if challenge

dsTransl Din Erro in case of
error

acsTransl| D in ARes
message if frictionless

acsTransl D in RReq
message if challenge

acsTransl D in Erro in case of
error

Required if present in 3DS message.

Values could be :

Y = Authentication/ Account Verification Successful

N = Not Authenticated /Account Not Verified;
Transaction denied

U = Authentication/ Account Verification Could Not Be
Per f ormed; Technical or other problem as indicated in
ARes or RReq

A = Attenpts Processing Perforned; Not Authenticated
/Verified, but a proof of attenpted authentication
/verification is provided

C = Chall enge Required; Additional
required using the CReq/ CRes

R = Aut hentication/ Account Verification Rejected;
I'ssuer is rejecting authentication/verification and
request that authorisation not be attenpted.

authentication is

Required if present in 3DS message.

Values could be :

01 = Card authentication failed

02 = Unknown Device

03 = Unsupported Device

04 = Exceeds authentication frequency limt
05 = Expired card

06 = Invalid card nunber

07 = Invalid transaction

08 = No Card record

09 = Security failure

10 = Stolen card

11 = Suspected fraud

12 = Transaction not pernmitted to cardhol der
13 = Cardhol der not enrolled in service

14 = Transaction tined out at the ACS

15 = Low confidence

16 = Medi um confi dence

17 = High confidence

18 = Very High confidence

19 = Exceeds ACS maxi mum chal | enges

20 = Non-Paynent transaction not supported
21 = 3Rl transaction not supported

Required if present in 3DS message.

Values could be

01 = Cardhol der sel ected “Cancel”

02 = 3DS Requestor cancelled Authentication.

03 = Transacti on Abandoned

04 = Transaction Timed Qut at ACS—ether tineouts

05 = Transaction Tinmed Qut at ACS—irst CReq not
recei ved by ACS

06 = Transaction Error

07 = Unknown

This field is CB Brand specific.

Required if present in 3DS message.

Required if present in 3DS message.

Required if present in 3DS message.



nmessageVersi | 8chars Mandatory messageVer si on in ARes me

on ssage if Frictionless
messageVer si on in RReq me
ssage if Challenge

useCase 2 chars Conditional CB- USECASE in AReq message

pur chasel nst | 2 chars Conditional purchasel nstal Data in AR

al Dat a eq message

exenptions 4 chars Conditional CB- EXEMPTI ONS in ARes mes
sage

mer chant Nane | 40 chars Conditional ner chant Nane in AReq mess
age

purchaseDat e 14 chars Conditional pur chaseDat e in AReq mess
age

pur chaseAnou = 48 chars Conditional pur chaseAnount in AReq me

nt ssage

recurringExp  8chars Conditional recurringExpiry in AReq

iry message

car dBrand 20 chars Mandatory card type chosen by the
merchant or the buyer (usefull
in case of co-branded card)

browser | P ans...45 Mandatory browser| P in AReq
nessage

mer chant Coun | n3 Mandatory mer chant Count ryCode in

tryCode AReq nessage

acquirerBin | nil Conditional acquirerBIN (I g max 11)
in AReq nmessage

acqui rerMerc 35 chars Conditional acquirerMerchantID in

hant | D AReq nessage

t hr eeDSReque 40 chars | Conditional t hr eeDSRequest or Nane in

st or Name AReq nessage

t hr eeDSReque ' 35 chars | Conditional threeDSRequestorID in

storl D AReq nessage

Packaging

YYYYMMDD

added in cont ai

Values could be

CcB
VI SA

AVEX

added in cont ai

added in cont ai

added in cont ai

added in cont ai

added in cont ai

added in cont ai

ner Ver si on=2

MASTERCARD

ner Ver si on=2

ner Ver si on=2

ner Ver si on=2

ner Ver si on=2

ner Ver si on=2

ner Ver si on=2

3DS V2 fields are packed in an JSON container by Cardinal. The proposed structure is : JSON Container

{

"cavvAl gorithni:"1",

"ef fectiveAut hType":"FR',

"acsQperator| D':"CB-DS",

"mer chant Chal | engel nd": " 02",

"transStatus":"Y",

"transSt at usReason": """,

"chal | engeCancel I nd":"",

"scheneScore": "50",

"dsTransl D': "96e4be73- 1d59- 429a- b4c1- 439e5d9%9ad632",
"acsTransl D': "d746¢39c- 17bc- 4b4d- be56- f d9c0ad0877f ",
"3DSversion":"2.1.0"

}

Nul | fields must be absent of the JSon structure

Then the field is encoded in base64 (the charset is UTF-8) : B64 encode



@est
publ i c voi d shoul dGener at eBase64Fr omGson() {
String json =
“{\n" +
"\"cavvAl gorithm":\"1\" \n" +
"\"effectiveAuthType\":\"FR ", \n" +
"\"acsOperatorID\":\"CB-DS\",\n" +
"\"merchant Chal | engel nd\":\"02\",\ n" +
"\"transStatus\":\"Y\",\n" +
"\"transStatusReason\":\"\" \n" +
"\"chal | engeCancel I nd\":\"\" \n" +
"\"scheneScore\":\"50\",\n" +
"\"dsTransl D\":\"96e4be73- 1d59- 429a- b4c1- 439e5d9ad632\ ", \ n" +
"\"acsTransl D\":\"d746c39c- 17bc- 4b4d- be56- f d9c0ad0877f\",\ n" +
"\"3DSversion\":\"2.1.0\"\n" +

"

String jsonBase64 = Base64. encode(j son. get Byt es( St andar dChar sets. UTF_8));
LOGGER. i nfo("json : {}", jsonBase64);

String jsonExpected = "ewoi Y2F2dkFsZ29yaXRobSI 61 j Ei LAoi ZWZnZWNOaXZl QXV0aFR5cCUI O JGUi | sC JhY3NPcGVy YX
Rvckl El'j oi Q0I't RFM LAoi bWy Y2hhbnRDaGFsbGvuz2VJibn) O | wM | sCi J0cnFuc1NOYXR1cyl 61 | ki LAoi dHIhbnNTdGFOdXNSZWFzb24
i G 1i LAoi Y2hhbGx| bndl QRFuY2VsSWBKI j oi | i wKI nNj aGvt ZVN b3J1 | j oi NTAi LAoi ZHNUcnfucOl El j oi OTZI NGJI NzM MAQLCS00M | h
LW 0YzEt NDV6ZTVKOWFKN Myl i wKI nFj c1Ry YWszSUQ O JkNzQRYzMbYy0xN2Jj LTRi NGQ YnULNi 1nzZDl j MGFkMDg3N2Yi LAoi MORTdnyc
21 vbi 1 61 j | uvs4w gp9";

Assert. assert Equal s(j sonExpect ed, j sonBase64);

JSON Container is designed for 3DS.
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