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Challenge, Frictionless and Responsibility

For transactions subject to 3DS authentication, the merchant can send a preference as to authentication type : threeDSInfo.challengelnd parameter in
dowWebPayment and verifyEnrollment.

In any case, the authentification server decide.
According to bank card regulations, liability in fraud event depends on preference expressed by the merchant and authentication required by

authentification server (ACS).

The matrix below defines the person responsible in fraud event for different combinations :

Merchant preference

No choice No challenge Challenge
Authentication server No challenge Issuer Acquier Issuer
Challenge Issuer Issuer Issuer

Data related to authentication server risk analysis

The authentication server risk analysis is based on information provided by merchant in doWebPayment and verifyEnroliment.
The merchant who wishes to obtain frictionless must do their best to provide the information requested by authentication server.

No data is mandatory.

This information is distributed in Payline interface objects :

card ;

order ;

buyer ;

threedsinfo

Web service settings

These objects are formally described in web services API.

Object and tag Indication Recommended

CB

card.cardholder Cardholder on the payment card X
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Object and tag

order.details.deliveryTime
order.details.deliveryMode
order.details.deliveryExpectedDate
order.details.deliveryExpectedDelay
order.details.deliveryCharge
orderExtended.giftCardAmount
orderExtended.giftCardCount

order.orderExtended

Indication

Specifies the shipping frequency (same day, next day, etc.).

Indicates the delivery method (home delivery, collection at a relay point, etc.).
Indicates the expected delivery date.

Indicates the expected duration of the expedition.

Shipping cost.

If the payment is realized with a gift card then indicate the amount paid.

If the payment is realized with a gift card then indicate the number of cards used.

ReorderIndicator JSON key.

Specifies whether it is the renewal of a purchase already made.

Recommended

CB

X

xX X

x



Object and tag

buyer.lastName
buyer.firstName
buyer.mobilePhone
buyer.email

buyer.shippingAdress.
addressCreateDate

buyer.shippingAdress.
firstName

buyer.shippingAdress.
lastName

buyer.shippingAdress.
streetl

buyer.shippingAdress.
street2

buyer.shippingAdress.
cityName

buyer.shippingAdress.
zipCode

buyer.shippingAdress.
country

buyer.shippingAdress.email

buyer.billingAddress.
streetl

buyer.billingAddress.
street2

buyer.billingAddress.
cityName

buyer.billingAddress.
zipCode

buyer.billingAddress.
country

buyer.billingAddress.phone
buyer.ip

buyer.
merchantAuthentication.
method

buyer.
merchantAuthentication.
date

buyer.accountCreateDate

buyer.buyerExtended.
buyerExtendedHistory

Indication

Buyer's name.

Buyer's first name.

Buyer's mobile phone number.

Highly recommended (for CB scoring).

Creation date of the delivery address.

Delivery's first name.

Delivery's name.

Street delivery address.

Complement street delivery address.

City delivery address.

Postal code delivery address.

Country delivery address.

Delivery email.

Billing address street.

Street supplement to the billing address

Billing address city

Postal code of billing address

Country of billing address

Home phone number

Required for a buyer on a web browser

Buyer authentication method by merchant

Date and time of the buyer's connection to the merchant account

Creation date of the buyer's account

Strongly recommended. Recommendation valid for all fields of the structure
orderCountéMonths: Number of purchases during the last 6 months;
provisionAttemptsDay: Number of attempts to add card in the last 24 hours;

transactionCountDay: Number of attempted purchases in the last 24 hours;

suspiciousActivity: The merchant indicates if he had any doubt about the activity of

this account, fraudulent or fraudulent account, etc ...;

Recommended

CB

X

Mandatory if connection
via web browser

X



Object and tag Indication
chal | engel nd Optional: indicates the merchant's preference for cardholder authentication
t hr eeDSReqgPr i or Aut hDat a For future use
t hr eeDSReqPri or Aut hMet hod 3DS authentication method of the previous payment.

threeDSReqPri or Aut hTi mest anp = Date and time of the previous payment.

br owser Required if payment is initiated from a web browser.
sdk Required if payment is initiated from a mobile app.
Object and tag Indication
merchantScore Transaction score calculated by the merchant using their own tools

We give you examples of valuation below.

Recommended

CB
X
X
Recommended
CB
X



Objet Order

<nsl:
order >

<ns2:ref>47960539</ ns2: ref >

<ns2:origin xsi:nil="true"/>
<ns2: count r y>FR</ ns2: country>
<ns2:taxes xsi:nil="true"/>

<ns2: anmount >16230</ ns2: anpbunt >
<ns2:currency>978</ns2: currency>
<ns2: dat e>27/01/ 2019 11:01</ns2: dat e>

<ns2:detail s>
<ns2:detail s>
<ns2:ref>93813</ns2: ref>
<ns2: price>6870</ ns2: price>
<ns2: commrent >205/ 55R16 94 V</ns2: conment >
<ns2: cat egor y>PNEU voi ture Touri sne 4sai sons</ns2: cat egory>
<ns2: br and>Hankook</ ns2: br and>
<ns2: subcat egoryl>tire</ns2: subcat egoryl>
<ns2: subcat egor y2>KI NERGY 4S H740</ ns2: subcat egory2>
<ns2:additional Data xsi:nil="true"/>
<ns2:taxRate xsi:nil="true"/>
</ ns2:detail s>
</ns2:detail s>

<ns2:deliveryTi me>6</ns2: del i veryTi me> <l--
Fortement recommande pour favoriser le frictionless (pour scoring CB) -->

<ns2:del i ver yMode>7</ ns2: del i ver yMode> <l--
Fortenment reconmande pour favoriser le frictionless (pour scoring CB) -->

<ns2:del i veryExpect edDate xsi:nil="true"/> <l-- Si pre-
commande indiquer |a date de livraison prévue -->
<l-- Fortenent recommande pour favoriser le frictionless (pour scoring CB) -->

<ns2:del i veryExpect edDel ay xsi:nil="true"/>

<ns2: del i ver yChar ge>2490</ ns2: del i ver yChar ge>
<ns2: or der Ext ended>

{
"del iveryProvider": "deliveryProvider",
"riskLevel ": "3",
"gi ft CardAnmount": "4000",
"giftCardCurrency": "978",
"gi ftCardCount": "2",
"reorderlndicator": "O01"

}

</ ns2: or der Ext ended>
</ nsl:order>

Objet Buyer

<nsl: buyer>
<ns2:title>4</ns2:title>

<ns2:| ast Name>Dupont </ ns2: | ast Nane> <l--
Fortenment recommande pour favoriser le frictionless (pour scoring CB) -->

<ns2: firstName>Jean</ ns2:first Name> <l--
Fortement recomrande pour favoriser le frictionless (pour scoring CB) -->

<ns2: enmi | >j ean. dupont @monext . net </ ns2: emai | > <l-- Fortenent
recomrande pour favoriser le frictionless (pour scoring CB) -->

<ns2:
shi ppi ngAdr ess> <l--
Adresse postale si livraison a donmicile dans un point relais ou dans un point de vente -->

<ns2:title>4</ns2:

title> <l-- Adresse email si

bi en démat ériali sé envoyé par courrier électronique -->
<ns2:name xsi:nil="true"/>



<ns2: creat eDat e>05/ 11/ 2011</ ns2: cr eat eDat e>
recommande pour favoriser le frictionless (pour scoring CB) -->
<ns2:firstName>Jean</ ns2:firstNanme>
Fortenment recommande pour favoriser le frictionless (pour scoring CB) -->
<ns2: | ast Nanme>Dupont </ ns2: | ast Nane>
Fortement recomrande pour favoriser le frictionless (pour scoring CB) -->
<ns2:street 1>260, rue C aude Nicol as Ledoux</ns2:street 1>
pour favoriser le frictionless (pour scoring CB) -->
<ns2: street2>CS 60507</ ns2: street 2>
Fortement recommande pour favoriser le frictionless (pour scoring CB) -->
<ns2:ci t yName>Ai x- en- Provence cedex 3</ns2:cityName>
pour favoriser le frictionless (pour scoring CB) -->
<ns2: zi pCode>13593</ ns2: zi pCode>
Fortement recomrande pour favoriser le frictionless (pour scoring CB) -->
<ns2: count ry>FR</ ns2: country>
Fortenment recommande pour favoriser le frictionless (pour scoring CB) -->
<ns2: enmi | ></ ns2
emai | >
produit par email -->
<ns2: phone>0442251515</ ns2: phone>
<ns2:state>13</ns2: state>
<ns2:county xsi:nil="true"/>
<ns2: phoneType xsi:nil="true"/>
</ ns2: shi ppi ngAdr ess>
<ns2: bi | | i ngAddr ess>
<ns2:title>4</ns2:title>
<ns2: nane xsi:nil="true"/>
<ns2:firstName>Jean</ ns2:firstNanme>
<ns2: | ast Name>Dupont </ ns2: | ast Nane>
<ns2:street1>260, rue C aude N col as Ledoux</ns2:street1>
recommande pour favoriser le frictionless (pour scoring CB) -->
<ns2: street 2>CS 60507</ ns2: street 2>
-- Fortenent recommande pour favoriser le frictionless (pour scoring CB) -->
<ns2: cit yName>Ai x- en- Provence cedex 3</ns2:cityName>
recomrande pour favoriser le frictionless (pour scoring CB) -->
<ns2: zi pCode>13593</ ns2
zi pCode>
pour favoriser le frictionless (pour scoring CB) -->
<ns2: count ry>FR</ ns2
country>
recommande pour favoriser le frictionless (pour scoring CB) -->
<ns2: phone>0442251515</ ns2
phone>
favoriser le frictionless (pour scoring CB) -->

<l-- Numéro de tél éphone du domicile -->
<ns2: st at e>13</ ns2: st at e>
<ns2:county xsi:nil="true"/>
<ns2: phoneType xsi:nil="true"/>
</ ns2: billingAddress>
<ns2: account Cr eat eDat e>05/ 11/ 11</ ns2: account Cr eat eDat e>

<ns2:account Aver ageAnount xsi:nil="true"/>
<ns2: account O der Count >0</ ns2: account O der Count >
<ns2:walletld xsi:nil="true"/>
<ns2:wal | et Di spl ayed xsi:nil="true"/>
<ns2:wal | et Secured xsi:nil="true"/>
<ns2:wal l et Cardl nd xsi:nil="true"/>
<ns2:i p>90. 37. 101. 225</ ns2:i p>
achet eur sur un navi gateur web -->
<l-- et autorise par |legislation du pays --

>
<ns2: nobi | ePhone>0627720695</ ns2: nobi | ePhone>
<ns2: cust omer | d>4805157</ ns2: cust orrer | d>
<ns2: | egal St at us>1</ns2: | egal St at us>
<ns2:| egal Docunment xsi:nil="true"/>
<ns2: birthDate xsi:nil="true"/>
<ns2:fingerprintID xsi:nil="true"/>
<ns2:devi ceFingerprint xsi:nil="true"/>
<ns2:isBot xsi:nil="true"/>
<ns2:islncognito xsi:nil="true"/>

<l-

<!

<l--

<!-- Fortenent

<l--

<l--

- Fortenent recommande

<l--

<l--

Fortenment reconmande

<l--
<l--
<l-- Si livraison du
<!-- Fortenent
<
<l-- Fortenent

-- Fortenent recommande

<I-- Fortenent

Fortenment reconmande pour

<l--

Obl i gatoire pour un



<ns2:isBehi ndProxy xsi:nil="true"/>

<ns2:isFronTor xsi:nil="true"/>
<ns2:isEmul ator xsi:nil="true"/>
<ns2:isRooted xsi:nil="true"/>

<ns2: hasTi nezoneM snat ch xsi:nil="true"/>

<ns2: mer chant Aut henti cati on>
<ns2: met hod>02</ ns2: met hod>
Recommande pour favoriser le frictionless -->

<!-- nmethode d' authentification de |I'acheteur sur |le conpte nmarchand -->
<ns2: dat e>27/01/ 2019 12: 01</ns2: dat e>
favoriser le frictionless -->

<l-- date et heure de connexion de |'acheteur sur |e conpte marchand -->
</ ns2: mer chant Aut henti cati on>
<ns2: buyer Ext ended>

-- Fortenent recommande pour favoriser le frictionless -->

<! -- Reconmandati on val abl e pour tous |les chanps de |a structure ci-dessous -->

"buyer Ext endedHi story": {
"suspi ci ousActivity": "N',
si une activite suspecte a ete detectee par |e nmarchand
"| ast Change": "07/12/2018 10: 40"
nodi fication du conpte acheteur chez | e comercant
"| ast Passwor dChange": "07/12/2018 10: 40"
nodi fication du not de passe par |'acheteur
"order Count 6Mont hs": " 15",
de commandes de |'acheteur lors des 6 derniers npois
"provisionAttenptsbDay": "0",
tentatives d' ajout de carte de paienment dans | e conpte

/'l acheteur au cours des derniéres 24 heures
"transacti onCount Day": "0",
de tentatives de pai enment dans |es derniéres 24 heures
"transacti onCount Year": "38"
tentatives de paienent depuis 1 an
"paynent Account Age": "14/11/2015"
du conpte client
}

}
</ ns2: buyer Ext ended>

</ nsl: buyer>

<l--

<!'-- Recommande pour

/'l Precise
/] date de derniere

/1 date de derniere

/1 Nonbre
/1 Nonbre de

/1 Nonbre
/1 Nombre de

/| Date de création



Objet 3dsiInfo

<ns1: 3DSI nf o>
<ns2: chal | engel nd>02</ ns2:
chal | engel nd>
<l-- Optional: indique |a preference du commercant pour |'authentification du porteur; 02: pas de chall enge>
-
<ns2:t hreeDSReqPri or Aut hDat a/ > <!-- Pour usage futur -->
<ns2:t hreeDSReqPri or Aut hMet hod>02</ ns2:
t hr eeDSReqgPr i or Aut hMet hod> <!-- Reconmande pour favoriser le
frictionless -->

<!-- Method d' authentification 3DS du dernier paienment -->

<ns2:t hreeDSReqPri or Aut hTi mest anp>12/ 01/ 2017 11: 59</ns2: t hr eeDSReqPr i or Aut hTi nest anp> <l--
Recommande pour favoriser le frictionless -->
<!-- date et heure du dernier paiement -->

<ns2: browser/ > <l-- Requis
si paiement initie a partir d' un navigateur web -->

<ns2: sdk
/>
<I-- Requis si paienent initie a partir d une application nobile -->

</ nsl: 3DSI nf 0>
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